arpy3Ka

AUMA

TECHNOLOGY

Numa vServer
QOyHKumoHanbHas cneuuduKaums



Numa vServer. QyHKUMOHaNbHaA cneuuduKkauma

1. O6bwume

cBefileHus

O CepBepHOM [OBEpPeHHOW BUPTYanbHOM cpepe

(hyHKUMOHNpPOBaHNA nporpammubix cpeacts Numa vServer

1O0BLUNE CBEAEHUA

11 |Monoe CepBepHas AoBepeHHas BUPTyanbHas cpefa QyHKLMOHMPOBAHMA
HauMeHOBaHMe PEEPHAA ROBEP PTY PEAa (YRKL P
nporpammHbix cpegcts Numa vServer
n3genus
1.2 |KpaTkoe
P Numa vServer
HauMeHOBaHMe
1.3 |Kpatkoe Numa vServer npeacraBnser co60u runepsusop rmépuaHoOro Tuna,
onuncaHue NpeAHa3HAUYeHHbIN AN CO3AAaHMA 3aLULIEHHON BUPTYANIbHOW
n3penus NHAPACTPYKTYPbI, KAK HA OTAENbHOM (hU3MUYECKOM CepBepe, Tak K
Ha Trpynne cepBepoB, O06bEAWHEHHbIX B KfacTep, BKAKuas
TeppuTOpManbHO-pacnpeaeneHHbie  KoHUrypauuu CcepBepos,
NOCTPOEHHbIX HAa 64-X pa3pafHbIX annapaTHbiX nnatdopmax Intel
nnu AMD ¢ nofaepXKoi TEXHONOrMM annapaTHoN BUPTYanu3auum
1.4 |CepTudpukar
Ceptudukar OCTIK Poccum N24580 ot 23.09.2022
OCT3K Poccn | -SPTH®
1.5 |Ceptuchukar Beagytca paboTbl no cepTudUKauMM  Ha COOTBETCTBME T3,
®CB Poccum Tpe6oBaHMAM Ha AK3
1.6 |Peect
‘ N 13854
poccunckoro MO
1.7 [Mpoussogutenb (000 «HymaTex»
196084, r. CankT-leTepbypr, yn. LieTouHasn, 4.18, nuT.A, o(.424
Ten. 8 (812) 309-06-01, e-mail:info@numatech.ru
https://numatech.ru/
https://numatech.ru/products/vserver/
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Numa vServer. QyHKUMOHaNbHaA cneuuduKkauma

2. DyHKUMOHANbHbIE XapaKTEPUCTUKN CepBePHOMN AOBEPEHHOU BUPTYanbHOM cpepe
(hyHKUMOHUPOBAHUA NPOrpamMmmHbIX cpeacTB Numa vServer

MapameTp OnucaHue
2 OCHOBHbIE TEXHWYECKUE CBEAEHNA

2.1 |fwnepBusop XEN
2.2 |Pa3pagHoCTb runepsu3opa 64-bit
2.3 |YnpaBneHue runepsm3opom MpusunernpoBaHHas BM - co6¢cTBeHHas

peanu3auus Ha 6a3e OC Linux (B
NPUBMNErMPOBaHHOM JOMEHe)

2.4 |Peanusauus peweHus Xen

2.5 |Tun runepsusopa 1+ (Tn6pmaHbIn)

2.6 |TexHonorus MOAAEPXKM anmnapaTHOW ECTh
BUPTYanu3auuu

2.7 (TexHonorus nOAAEPKKN WUCMOMHEHUS ECTh

BM 6e3 annapaTtHOM BUPTYanu3auuu

3 NOAAEPXKA rOCTEBbIX OC
3.1 \Windows Server 2003/2008/2012/2016/2019
3.2 |Windows XP/Vista/7/8/10
3.3 |Linux RHEL-based 5/6/7/8, SLES-based, Debian-
based 5/6/7/8/9/10/11, Ubuntu u ap.
3.4 |Cneunanu3mpoBaHHble OC MCBC 3.0/5.0, Astra Linux SE
1.2/1.3/1.4/1.5/1.6/1.7, 3aps LIOA u ap.
3.5 [xBSD FreeBSD/OpenBSD/NetBSD
3.6 |loppepxka KNOHMPOBAHUA ECTh

BUPTYaNIbHON MaLLMH

3.7 |Hanuuue pennukauum aaHHbix BM EcTb

3.8 |[logoepxka  Ha3HayeHWs  pecypcos
cusnueckoro cepsepa BM

4 BbIMUC/TNTE/NbHBIE BO3MOXHOCTH

USB, DVD, PCI - yctpouncTtsa

41 |MaKcumanbHOe KONu4ecTBO NMOrnyecKnx 288 (4095)
anep x86_64 (runepsusop)

© 000 «HymaTex», 2023 3



Numa vServer. QyHKUMOHaNbHaA cneuuduKkauma

MapameTp Onucanue
4.2 MakcumanbHoe KONU4ecTBo o3y 576 (16T6)
(runepsusop)
4.3 |MakcumanbHoe KONMnMyecTBo
BUPTYanbHbiX  Agep  (BupTyanbHas 32 (512)
MalLnHA)
4.4 MakcumanbHoe KONU4ecTBo o3y 156 (6TB)
(BUpTYanbHaA MalInHA)
45 |MakcumanbHoe KONnn4ecTBo
BMPTYyanbHbIX MalWH OAHOBPEMEHHO 1000
NCMONHAEMbIX Ha OAHOM runepsusope
(xocT)
4.6 |MopoepxmBaemble MpoLeccopHble X86_64, (ARM 2+crepmesancso)
APXUTEKTYPbI
5 CETEBbBIE BO3MOXHOCTHI
5.1 |MakcumanbHoe KONMN4ecTBo 16
(hM3KnuecKux ceteBbix NopToB (xocT)
5.2 |MakcumanbHOe KONnuMyecTBO MNOPTOB B
. 8
ofiHO rpynne arperauuu 803.2ad (xocT)
5.3 |[MakcumanbHOe  KOMWYecTBO  rpymnm 4
arperauun (xocr)
5.4 |MakcumanbHoe KONn4yecTBo 512
BUPTYaNbHbIX CETEBbIX MOPTOB (XOCT)
5.5 |MakcumanbHoe konuvectso VLAN (xocT) 800
5.6 |MaKcumanbHoe KONn4ecTBo 7
BUPTYanbHbIX CETEBbIX NOPTOB (BM)
5.7 N3onaumnsa VLAN Ectb
5.8 |[logaepxKa MeXX0CTOBbIX L2-TyHHenen EcTb
5.9 |Moaaepxka oBepnenHbix ceten (VXLAN,
Ectb
SIT)
5.10 |Noaaepxka Jumbo Frames EcTb
5.11 [Nopaepxka SR-IOV JKCnepruMeHTanbHo

© 000 «HymaTex», 2023 A



Numa vServer. QyHKUMOHaNbHaA cneuuduKkauma

6.1

MaKcumanbHoe KONnYyecTBo

MapameTp OnucaHue
5.12 |Hanuune nporpamMmMHOro KOMmyTaTopa Open vSwitch, Linux Bridge
513 |Moppepxka QOS Ha BUPTyanbHOM
. EcTb
nHTepdence
5.14 |Nopaepxka BO3MOXHOCTU (hunbTpaymu
EcTb
Tpaduka
5.15 |Moppepxka pacnpeneneHHbIX
BUPTYanbHbIX  CETEBbIX  YCTPOWCTB Ectb
KOMMyTauuu

6 BO3MOXXHOCTU NOACUCTEMbI XPAHEHNA

4096

BUPTYaNbHbIX JUCKOB(XOCT)

6.2 |MaKkcumanbHoe KONMNYecTBo
BMPTYaNbHbIX AWCKOB MNOAK/OUEHbI K 255
BM

6.3 |MakcMMasnbHbIN pa3mep BMPTYaNbHOIO
ONCKa  MOAKMKYEHHOro  BM o 2TB (16TB 2cnepumentansio)
npotokonam NAS (NFS,SMB v T.n.)

6.4 |MaKCMManbHbIN pa3Mep BMPTYaNIbHOrO
[MCKA  MOAKMIYEHHOTO K BM o 2TB (16Tp >Kcnepumentansio)
npoTtokonam SAN (iSCSI, FC)

6.5 |[[lopgaepxka FC EcTb

6.6 |Mogpepxka iSCSI EcTb

6.7 |NNopnepxka FCoE EcTb

6.8 [[Nlogaepxka NVME Ectb

6.9 |lMopaepxka "TOHKMX" TOMOB EcTb

6.10 [[lopaepXKa MOMEHTanbHbIX CHUMKOB ECTh
BUPTYaNIbHON MALINHbI

6.11 |[[logaepKka  OopraHusauum  npsamoro
AocTyna K AMCKOBOMY pasgeny no Ectb
npotokony FC

6.12 |Moaaepxka NpPOrpamMmHO- GlusterFS(+cnepumenranso)
onpeaensieMbix XpaHunuuy CEPH (3kcnepumenTanbHo), LizardFs(akcnepwmeHTaano)
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Numa vServer. QyHKUMOHaNbHaA cneuuduKkauma

MapameTp Onucanue

7 OBECNEYEHWNE HENPEPBIBHOCTW BU3HECA

7.1 |BO3MOXHOCTb CO3A4aHMA Konun BM 6e3

- EcTb
npepbiBaHUA JOCTYNA K Hen

7.2 |BO3MOXHOCTb aBTOMaTu3aLun
BOCCTaHOBNeHua BM. faHHble KOTOPbIX
ObiNM PennuuUMpPOBaHbl  HA JAWCKOBbIN
maccus pesepsHoro LOJ

EcTb

7.3 |BO3MOXHOCTb murpauuu BM mexay
cepsepamu 6e3 npepbiBaHUA A0CTYNa K EcTb
BM

7.4 |BO3MOXHOCTb murpauuu BM mexay LOJ EcTb

7.5 |BO3MOXHOCTb mMurpauum AaHHbix BM
Mexay HakonuTensamu 6e3 npepbiBaHus EcTb
pocryna Kk BM

7.6 |BOo3MOXHOCTb mnepe3anycka BM Ha
APYrom xocte B cnyyae c60s TekyLiero EcTb
cepsepa

7.7 |BO3MOXHOCTb Mnepe3anycka BM Ha
APYrom XocTe B cnyyae €605 Ha ypoBHe EcTb
rocteson OC

7.8 [Hanunume BO3MOXHOCTWU WHTErpauum c
BHEWHNUMN  CUCTEMAMUN  pe3epBHOro EcTb
KOMWPOBAHUA U BOCCTAHOB/EHUSA

7.9 |Hanuuune cpeacTs pe3epBHOro

EcTb
KONMpoBaHUA 1 BOCCTAHOB/IEHUSA
7.10 [Hanunuune BCTPOEHHbIX cpencTs
MOHMTOPMHIA O06BEKTOB BMPTYaNbHOW ECTh

WH(PACTPYKTYPbl C OMOBELLEHUEM MO
SNMP, E-mail u Syslog

8 CUCTEMbI YNPAB/IEHNSA CPEAOI BUPTYA/IN3ALIUK

8.1 |BcTpoeHHas cli, gui (Windows only), WebUlI

8.2 [MopaepxuBaemas/nHTerpupyemas OpenStack, CloudStack, OpenNebula,
XenServer Orhistration Platform
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Numa vServer. QyHKUMOHaNbHaA cneuuduKkauma

MapameTp OnucaHue

8.2 |Mopjepxka WHTErpauunm co cnyx6on

kaTtanoros MS Active Directory Ecb

8.3 |Moppepxka BO3MOXXHOCTHU
NpMopUTU3aLMK/orpaHnueHne
pecypcoB BM no BBOAy/BbIBOAY,
npoueccopam, MnamaTu npu EcTb
pacnpepeneHun pecypcos ana  BM
cBepx MMeroLnxcs pecypcos
(husnyecknx cepepos

8.4 |[loppepxka KoHBepTauum BM u3 cpeppbl

VMWare ECTh

8.5 |Moppepxka KOHBepTaLuum B
BUPTYanbHYI0 cpeay U3  (PU3NYeCcKux

cepepoB x86 ¢ OC Windows, RHEL u flon. MHCTpyMeHTaMU.

SLES
8.6 |[lopaepxka JANHAMNYEeCcKoro
pacnpegeneHna BUPTYasibHbIX MaLIUH flon. NHCTpyMeHTamu.

no hm3nueckum cepsepam

8.7 |Hanuumsa BCTPOEHHbIX Cpeacts cbopa
CTAaTUCTUKK MPOU3BOAUTENbHOCTH,
MOCTpPoOeHue 0TUeTOoB 0 EcTb
NPON3BOANTENbHOCTY BUPTYaANbHOU

WHPACTPYKTYPbI

8.8 |Hanuume BO3MOXHOCTWU WHTErpauum c
BHEWHNMMN CUCTEMAMKU YNpPaBNeHUA 1
MOHMTOPUHra Ans cbopa CTaTUCTUKN
MPOM3BOAMTENbHOCTM M KOHTpPONs EcTb
coctoaHus (noaaepka OAHOrO UM
HeCKonbKux mnpotokonos: SNPM, SSH,
CLI, CIm, API)

8.9 |Mopnepxka WabnoHoB BM C
BO3MO)XHOCTbIO KACTOMMU3ALUM Ha 3Tane EcTb
pa3BepTbiBaHUA

8.10 |YnpaBneHue KOHTENHepamu
ncnonHsembimu B BM

9 BCTPOEHHbIE BO3MOXHOCTH K/IACTEPY3ALIIN, BbICOKOW AOCTYIHOCTH I

Ectb
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Numa vServer. QyHKUMOHaNbHaA cneuuduKkauma

MapameTp OnucaHue

KATACTPO®OYCTONYNBOCTH

9.1 |MakcumanbHbIn pa3mep nyna/knacrepa 64
rMNepBM30pOB BbICOKON JOCTYMHOCTY

9.2 |YnpaBneHue  HECKOMbKUMK  nynamu
rmnepsu3opos, B TOM unucne EcTb
reorpacuyeckun pacnpegeneHHbIMmn

9.3 |BO3MOXHOCTb CO3[aHUA TreTeporeHHbIX
nynos (Ha cepBepax YCTaHOBMEHbI EcTb
NPOLLeCccopbl Pa3HbIX MOKOMEHNI)

9.4 |"XXuBaf"  mwurpauma  BM  BHyTpu

EcTb
nyna/KnaCTepa/o6naKarmnepBM3opOB

9.5 |"XuBaf"  mwurpauus BM  mexay
nynamu/Knacrepamu/o6nakamu
rMNepBuU3opoB, B TOM umcen
reorpaduyecku pacnpegeneHHbix

Ectb

9.6 |HacTpomka 1 ynpaBfeHWe BbICOKOW
AOCTYMHOCTbIO B EcTb
nyne/knactepe/o6nake

9.7 |Hactpouka " ynpasneHue
KaTacTpodoyCTOMUNBOCTbIO EcTb
nyna/knactepa/o6naka

9.8 [InacTuuHoctb  (ropusoHTanbHoe 1
BEPTMKaNbHOe MaclTabuposaHue 6e3 EcTb
OCTAHOBKU paboTbl)

10 BO3MOXXHOCTM LITATHBIX CPEACTB HACTPOMKU U YIIPAB/IEHUSA

10.1 [MOHUTOPUHT Munepsusop, BM (yrunusaums: cetu, 03Y,
npoLeccopa, CeTM XPaHEHUs [AHHbIX U
ap.). Mepenaua metpuk no SNMP, RRD

11 YNPAB/IEHUE W HACTPOIIKA BM

11.1 |QocTyn K MHTepgency BM SSH, VNC, RDP, Console, Bo3mM0XHO HDX

11.2 |lMHamuyeckoe ynpasfeHne namATblo

BM 3agaetca B AnanasoHe: Min-Max

1.3 |"opauee" noaKnyeHune Ectb

© 000 «HymaTex», 2023 8



Numa vServer. QyHKUMOHaNbHaA cneuuduKkauma

MapameTp Onucanue
npoueccopHbix agep K BM
1.4 |"Topayee" noAaknwyeHue AUCKOBbIX
- EcTb
HakonuTeneun Kk BM
1.5 |YnpaBneHnue KoHTeliHepamn (Docker,| EcTb (moctyn peanusosaH uepes cloud-
LXC, OpenVZ u np.) init)
11.6 |Co3faHue u ynpaBneHue CHUMKaMu
EcTb (BpyuHYI0 1 Mo pacnucaHuio)
COCTOSAHUA BUPTYaNnbHbIX MALLWH
11.7 |HacTponka poctyna K rpaduyeckomy ECTh
apantepy (GPU Pass-through)
11.8 |Buptyanusaums rpacuueckoro " "
anantepa (VGPU) EcTb ("%1BasA" MUrpauma He A0CTyMNHa)
11.9 |Hactponka npamoro poctyna kK PCI ECTh
yCTPOUCTBAM
11.10 [Hactponka npsimoro pgoctyna kK USB ECTh
yCTPONCTBAM
11.11 [Hacnegyemasa BupTyanusauma (nested (3KCTIEPUMEHTANbHO)
. . EcTp®renep
virtualization)

12 VIIPABIEHNE N HACTPOUKA XPAHEHUA JAHHbIX

12.1 |NloKanbHOe XpaHunuuie RAW, LVM, EXT3, ZFSKcnepumenansio)
13 OBLLEE XPAHWIULLE
13.1 |MpoTokonbl hannoBoro AocTyna NFS v3/v&, SMB, GlusterFSerenepamentansio)
13.2 |[IpoTOKONbI 6I0YHOrO AOCTYNA iSCSI, Fiber Channel, iSeR, CEPH
RBD(akcnepmmeHTaano)
13.3 |Co3maHnMe © MnopdepXkKa  "TOHKuMX" ECTh
XpaHunuuy
13.4 |"XXnaga" murpauma ANCKOBDbIX ECTh
YCTPOWCTB BUPTYaNbHbIX MALLUH
13.5 |Hanuune APl (Hanpumep,  Ans
peanu3auuyu  NOAKMIOUYEHUS  CUCTEM EcTb
Pe3epBHOro KOMUPOBaHUSA)
13.6 |[TogknoueHne AUCKOBbIX YCTPOUCTB B EcTb

© 000 «HymaTex», 2023




Numa vServer. QyHKUMOHaNbHaA cneuuduKkauma

BUPTYasNbHbIN

MapameTp OnucaHue
pexume "Tonbko YteHune"
13.7 |UmnopT/3KcnopT 06pa3oB BUPTYanbHbIX ECTh
MalLluWH
13.8 |Umnopt o06pa3oB BM co3aaHHbIX B ECTh
APYrux cpefa BupTyanusaunu
13.9 |KoHBepTaums husnyecknmn- OrpaHuUeHo

14.2 |Hactpounka VLAN EcTb
14.2 |HacTponka MeXX0CTOBbIX L2-TyHHeneu EcTb
14.3 |HacTpounka arperauum KaHanos EcTb
14.4 |Hactponka MTU EcTb

15 YNIPAB/IEHUE AOCTYIIOM
15.1 |HTerpauua co cnyxbom kaTanora . .
(Active Directory/LDAP) Active Directory/LDAP
15.2 YnpaBneHue pOoCTynoM Ha OCHOBe ECTh
ponein (RBAC)
15.3 |MaHAATHbI KOHTPONb A0CTYNA Flask/XSM/MLS

16 CPEACTBA BE3OMACHOCTI

N TMnonb3oBaTenen

16.1 |KOHTpONb LLENoCTHOCTH ECTb, BCTPOEHO
16.2 [N30nnpoBaHHasA cpeaa EcTb, ona xocT-cuctembl (domO)
16.3 |MaHAaTHbI KOHTPONb AOCTYNA Ectb
16.4 |WHble cpencTea NHTerpauma ¢ MA3/ANM/3, noTokoBoe
CKaHUpoBaHue
16.5 |[Moppepxka pa3rpaHunyeHus npas
A0CTYyNa Ha 06DbEKTbl UH(PACTPYKTYPLI
BMPTyanu3auumn A0 YPOBHA OTAENbHbIX Ectb
onepauun Ha OTAENbHOW BMPTYasibHOM
MalluHe
16.6 |MoafaepKa XyPHANMPOBAHNA AENCTBUN ECTh

aIMHUCTPATOPOB

© 000 «HymaTex», 2023
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Numa vServer. QyHKUMOHaNbHaA cneuuduKkauma

MapameTp OnucaHue
NHPACTPYKTYPbl BUPTYyanu3auum
16.7 |[Moapepka 3alMLUIEHHbIX NPOTOKONIOB
AoCTyna K uHTepdencam ynpaBneHus EcTb
WHPACTPYKTYPOU BUPTYaNn3aLum
16.8 |CooTBeTtcTBUe cTaHpapty FIPS 140-2 wu
EcTb
nogaepxka TLS 1.2 no ymonuaHuio
16.9 |Nopnepxka TPM 2.0 u Virtual TMP EcTb
16.10|lUnchpoBaHne BUPTYanbHbIX MALIWH EcTb
16.11|Moppepxka MA3 Numa Arce JKCNepumMeHTanbHo

'TMpun ncnonb3oBaHUK B KauecTBe 06LLero XpaHunuwa gannoson cuctembl GFS2
MAKCUMasnbHbIi pa3mep nyna - 16.
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